Read and discuss with your partner:

THE EFFECTS OF MALWARE

On average, there are approximately 2500 cyber security attacks that happen each day.
Malware is used in many of these attacks and over 90% of this malware is delivered using email.
WannaCry is the name of a large scale cyber security attack that occurred in 2017. Malware was used to take over computer
servers in systems across Britain, Spain, Russia, Ukraine and Taiwan.

The type of malware used in the WannaCry attack is called ransomware. The malware blocked users and organisations from
accessing files and accounts. It did this by encrypting the files. It wanted the organisations to pay money to the creators of the
malware in order to be able to gain access to their files and accounts again. The payment demanded was in Bitcoin.

As organisations were not able to gain access to their files and accounts until the ransom was paid, mass disruption was often
caused to the daily processes in these organisations. One example of this was the National Health Service (NHS) in Britain. British
hospitals were forced to turn away some patients who could not be treated until their personal information could be accessed
again.

WannaCry malware was based on a set of malware code called EternalBlue. There have been several malware attacks since
WannaCry based on this same EternalBlue code.

Discussion question:
How would you feel if your files were encrypted and you couldn't access them?
Would you pay the ransom, or would you take a different action

Complete the worksheet



e Important

Introduction to the Internet Aé”ﬁﬂ?&lﬂ

The Internet is a global network of computers that are connected to share information.
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e [mportant

Internet vs. World Wide Web EB£M VS ﬁﬁ%—lﬂ

Internet: The physical network of computers, cables, and routers (think about WAN)
World Wide Web (WWW): colective term for all the websites. A service on the internet

that uses web pages and browsers.
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In 1989, Tim Berners-Lee, a visionary computer scientist,
revolutionized the digital world by inventing the World Wide Web.
Frustrated by the hassle of accessing information across multiple
computers, he envisioned a universal solution: connecting
computers using networks and sharing information with
Hypertext. By October 1990, Berners-Lee developed the core
components of the web: HTML, URL, and HTTP. His
groundbreaking work led to the establishment of the first web
server and web page, forever changing how we access and share
information.
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e Important

Requesting and retrieving web pages

Whatis a URL? URL 142

URL = Uniform Resource Locator (URL Z2Mufithisit, FLERIATAVE Fibll)
It is the address of a web page (like a street address for websites)
Example: https://www.example.com

Protocol Path

https://www.example.com/images/photo.ipg Q
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Domain File Name
Name



Address bar

@ EE e ¢ @ google.com ¢

Homepage | Comm... Teaching Kids to Pr... Computing systems... Failed to open page Cambridge GO

About  Store Gmail Images 3%

GO gle Search box

Google Search I'm Feeling Lucky



e Important
How Web Pages are Requested M Tl 3K

1.You type a URL in the browser
2.The browser sends a request to a Domain Name Service (DNS)

3.The DNS server sends back the IP address
4.Web browser uses this IP address to send a request to a web server to obtain the

data for the web page (it uses HTTPS)
5.The server sends the data including HTML, CSS, and active script to the web browser

6.The browser displays the page

1. 1&EN SEas 5\ URL
2. W ST 2s M EARSS (DNS) ZIiX1EK
3.DNS Ar55z81R[o] IP st
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e Important

HTTP vs HTTPS X3

HTTP: HyperText Transfer Protocol (No encryption)

HTTP: EXZT5TMY, T
HTTPS: Secure version of HTTP (Encrypted and secure) HTTPS &2, AFEEEFE, WiR

17. MM It uses secure socket layer (SSL) or transport layer security (TLS)

web browser asks the web
server to send its digital

certificate Web X% 28 E Kk
Web AR5 28 A 1X H 2 F UL

encrypted data transmission
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if certificate is authentic; encrypted
data transmission starts
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web server sends digital certi
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e [mportant
Web Browsers Il 5 23HYThEE

Examples: Chrome, Firefox, Safari
Functions:
e Provides an address bar 1=
e Keeps a record of all the web pages that you have visited (history) iR & AR ENFRE
WDl (FEIER)
e Stores cookies 1Zfig Cookie
e Displays web pages, allows opening multiple tabs B7mMT1, AIFFIHFZ MR
e Handle multimedia % I8 Z & (K
e Bookmark favorite sites Y& WiE; Y W ik
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e [mportant

Digital Currency #{F &M

Digital currency is money that only exists electronically, not as coins or paper.
NFHEMERFETEMEFI LR, "BEHRMEREM,
Examples:
Cryptocurrencies: Bitcoin (Eb45Fm), Ethereum (LAX3A)
Government-backed digital money: e-CNY (281 A EEmh), Digital Euro, etc.
O Used for:

e Online shopping M _EIE4¥)

e International transfers EE %Mk

e Buying games, music, etc. LK. FERE

Stored in:
e Digital wallets (BEF¥:8), like apps on your phone — e.g., MetaMask, Alipay (2{1=), or
PayPal




Electronic methods of payment

 These let you pay without using cash © How are your payments protected?

- W Sh At xh
o XEFIVLRARIEMEETK 1. Encryption INZ: Your data is scrambled so others can't read it

- Your payment info stays private
> RN TEER " INE"LE, AEZAE
2. Two-Factor Authentication X &3S 1iE

., Examples of e-payment:

« Bank card (4R17F)

» Mobile payment apps (Z{J=E. MIE1T) - You enter your password + a code sent to your phone
» NFC contactless (lIZFEH1/RIE) > WMARBE, TEMAFNIIED
QR codes (34— 4:73) 3. Digital Wallet Security {818

- PIN codes, Face ID, fingerprint unlock
> IXRBERWE. EaEbhRAIEIESHE !

 Online platforms (PayPal, Apple Pay, etc.)

& Used in:

I Stay Safe /J\If=:
» Shops (BE) « Don't share your passwords NE&EIFRIAMRRNZETE
o Cafés (MNMHE)  Avoid public Wi-Fi for payments REE/NHE Wi-Fi T{13x

« Online games and services (M43 MARSS) © Use trusted apps and websites {5 A3 r]{5 By v A A0 R g



{&I Centralized System: Banks Mt R4 $R1T
* A centralized system has one main controller or authority.

o ANV RZER—THRONMIEINESEESIE,
Example {5l F:

* Your bank keeps all your money information in its own system.

o (RAVIRITIREMRIIIKFER MR, RBRITEEE,

. What this means:

* |If the bank's server has problems, you may lose access to your money.

o WMRIRITHARSZIHIBRR, (RPIREERIFTAERE.

% The bank decides:

« Who can open an account

» How fast a payment is processed

 When to freeze or limit an account
IRITIRE -
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%’ Decentralized System: Blockchain ZFI0ME RS : XIiREE:

A decentralized system has no single controller.

o EFROMEARGIZE—THIMERIE.
Example {5l +F:

 Blockchain uses many computers (called nodes) around the world.

« XREMEAZIKRZEM (IWH'TKR") —IfF,

. What this means:

 Everyone can see and verify the records — no one can secretly change them.

o PIBEAERIAEBMISUEEIE, AeEfficiz).

@ Even if one computer goes offline, the system keeps working.

« ME—aBIETE, BTAGLHAREEBIT,




%) Simple Analogy bR

» i Bank (Centralized): Like a teacher keeping everyone's test scores. Only the teacher can write or

change them.
o 1T (FOVE) : B—TBIMREMBZENNG, RBEINEEL.

« 4 Blockchain (Decentralized): Like every student writing the scores on a shared notebook.

Everyone checks each other's notes.

o XREE (BFROME) @ BEBTZEAERGE—TARAZENSF L, BENE, 1 EERBED.,




Blockchain X1R§%

Technology be
changed easily

XIRHE B IRTFENF 52T
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A new transaction is entered.

The transaction is complete.

2 Investopedia
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The transaction is then
transmitted to a network of
peer-to-peer computers
scattered across the world.

..B-

These blocks are then chained
together creating a long history
of all transactions that are
permanent.

4
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This network of computers then
solves equations to confirm the
validity of the transaction.

Once confirmed to be legitimate
transactions, they are clustered
together into blocks.

e [mportant

nind digital currencies. Like a digital ledger (record book). Secure and can't be



Create a poster for a SUIS QP audience to tell them about

(choose one topics):

- 73 SUIS QP ZARBUE—iKiBiR, MTE (EF—TEH),

1.Select a topic 1 EBFE— M

2.Do your research 2 U B

3.Create a poster (use 3. hill{E—ak ke (AT A
canva, ppt, or use H Canva. PPT sk Al

Al) BRI o




1.Select one topic - iFiEFE—1 £

e Digital currency (Blockchain).

e “Then&Now” timeline: From dial-up to fiber-optic Internet.
e “SocialMedia & MentalHealth” — Pros and cons of being constantly connected.
 “Fake News & Fact-Checking Online” — Be a truth detective!

e “Internet of Things(loT)” - How smart devices connect and communicate.

e “Cyberbullying: Stop, Block, Tell” - How to respond and support others.

e “Your Digital Footprint” - What you share online and who can see it.

e “Think Before You Click” — Detecting phishing, fake sites, and scams.

e “How Data Travels” - Visualizing packets, routers, and protocols like TCP/IP.

Tips for Grade-8 Poster Success
e Keep one clear theme per poster.
e Use bright visuals (flow arrows, icons, short text).
e Include a “Did You Know?” fact bubble for surprise value.
e End with a short call to action, e.g., “Protect Your Data — Think Before You Share!”
J\FEL A I TR DR
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2. Do you research using Al: 2. fR2&MHH AN TR

Visit: https://student.magicschool.ai/s/join
and enter code:

or click:

https://student.magicschool.
ai/s/join?joinCode=wwBfCw IQQB

)8}


https://student.magicschool.ai/s/join?joinCode=wwBfCw
https://student.magicschool.ai/s/join?joinCode=wwBfCw

3. Create a poster (1 page) 3. Hll{E—5kFR (151)

Use:
e Canva
e PPT

o Al www.aippt.c:nsg‘B






